Abstract: Smart Grid
Introduction
Internet of Things (IoT) infrastructure needs network intelligence, power, energy optimization, and smart configurations to facilitate the operations of IoT functionalities [1, 2] . IoT is composed of a massive number of smart devices that are connected to the Internet in order to provide desired services to users. Smart devices gather data and send it to servers, which utilize it to serve smart applications such as medical and healthcare applications, intelligent transportation systems, and smart home applications [3, 4] . Smart Grid (SG) consists of millions of interacting and interconnected devices that are considered as the objects of the IoT systems. The concept of SG was developed to preserve power in increasingly demanding digital power distribution systems [5] . The Annual Energy Outlook 2017 forecast that energy supply would increase by over 20% from 2016 to 2040, led by increases in renewables, natural gas, and the improvement of power management and preservation systems [6] . SG consists of sub-networks that cover a wide range of services to provide efficient utilization for power management and various consumption types. This grid consists of smart meters, sensors, substations, transformers, and transmission lines that respond rapidly to changing electricity demands to deliver optimized energy value to consumers. SG provides enhancement to existing grids with two-way communication between the utility, sensors, and consumers, by deploying smart sensors to monitor and manage power consumption [7] [8] [9] . They may consist of advanced sensors such as Phasor Measurement Units (PMUs), which allow many advantages such as automating the re-routes of power based on the current demand of the customers, saving energy by monitoring the consumption continuously and reducing it when possible. PMUs ensure the automatic reporting of outages to guarantee power stability, it may also diagnose problems faster by providing remote controls and solutions to diagnosed problems [10] . The smart grid provides many other advantages, such as reduced electricity losses and theft, reduced electricity cost, lower equipment failures, and the reduction of air emissions [11] .
SG architecture may consist of three network categories: Home Area Network (HAN), Neighbourhood Area Network (NAN), and Wide Area Network (WAN). HAN consists of an important component called the Home Energy Management System (HEMS) that enables consumers to collect information about their consumption and electricity usage cost [12] . The NAN is used to collect the measured data from smart meters and PMUs, which it then transmits to the network of the utility company [10] (Fig. 1) . Fig. 1 . SMART GRID components [13] The SG infrastructure needs to preserve the security attributes of conventional systems, including confidentiality, integrity, and availability of services and utilities. However, many types of attacks can be deployed to compromise the SG security and functionality, such as eavesdropping and traffic analysis, spoofing, replaying attack, Denial of Services (DoS) and many other attacks that cause serious harm to SG services [14] . Attacks on SG systems range from changing the values of the smart meters to corrupting system utilities. For example, an attacker can corrupt the energy and usage data collected by the smart meters to reduce or increase the bills for artificial energy consumption values [15] .
SG authentication is one of the important techniques that need to be implemented in SG communication to assure that sensitive data are transmitted properly between the SG components. The security of the SG highly depends on authentication techniques to ensure the authenticity, integrity, and privacy of the data exchanged between SG components [16] . The authentication technique needs to be optimal in SG networks to prevent attackers from modifying critical information, such as power utilization, which could cause erroneous billing and mendacious and incorrect usage approximation [17] . Utility providers in the SG must consider reliable authentication mechanisms to prevent attackers from invading the secrecy and privacy of the data exchanged among the SG components. Therefore, this paper extends the contribution in [18] and provides a systematic literature review about authentication in SG and studies existing SG techniques to answer questions about the optimum authentication technique to use; for which SG components; and for which threats.
The remainder of this paper is organized as follows. Section 2 discusses related work concerning SG attacks, while Section 3 provides the systematic review process. Section 4 presents and analyses the results, and Section 5 explores the validity of threats, and Section 6 discusses the findings and provides recommendations, then concludes the paper.
Related work
Researchers used multiple methods to conduct literature review and analysis for specific topics in computer science and software engineering. These methods include mainly the traditional reviews, scoping reviews, rapid evidence reviews, metaanalysis and systematic review. The traditional reviews usually summaries and categories multiple literature articles to extract conclusions that are related to specific research concerns. However, the traditional reviews usually follow less disciplinary approach on the way the reviews conducted and use less statistical methods to draw the extracted conclusions. An example of traditional reviews for SG security can be found in [19, 20] , where various techniques, tools, frameworks and countermeasures were discussed to achieve SG security at both hardware and software levels. Scoping reviews is another method that is used in computer software engineering to identify key concepts and definitions in the literature for a particular topic. It is also used to as precursor of the systematic review aimed to clarify, analyse and examine research gaps on a certain topic. However, it provides less critically evaluation and synthesised outcomes in answering particular research questions compared to systematic review [21] .
Rapid evidence reviews, meta-analysis and systematic review share some common processes such as identifying research questions, searching strategies, inclusion and exclusion criteria, study selection and data extraction. However, they differ in the way these processes are applied. For example, rapid evidence reviews investigate and select less studies to provide timely information related to the research gaps and conclusions when compared to systematic review and meta-analysis. On the other hand meta-analysis is a type of systematic review that relies on a standardized statistical analysis methods that are conducted on a large sample of selected studies and usually require more time and consumes more resources when compared to systematic reviews [22] .
Previous studies have explored various authentication and authorization schemes in SG, such as comparing between different communication cryptographic algorithms based on the encryption and authentication techniques' characteristics, including resistance to attacks, advantages, and limitations [23] . However, this only reviewed cryptographic algorithms used in authentication. The survey concluded that public key infrastructure needs some simplification so that less effort is needed to manage it, and that stream ciphers are preferred in the energy bill over the block ciphers, because the amount of data exchanged would be less than that needed by the block cipher.
F a r o u k, A b d e l h a f e z and F o u a d [24] reviewed and compared the advantages and disadvantages of SG authentication mechanisms including one-time password, Kerberos, public key authentication, identity-based authentication, and biometric authentication, but they did not consider the threats that these techniques may mitigate. The study concluded that certificate-less authentication is suitable to be used in SG authentication, but that password-based authentication does not achieve mutual authentication, so it is suitable to be used in access control but not suitable in SG authentication.
J i et al. [25] conducted a review of one-time signature schemes used in multicast authentication in SG and discussed the deployment and practicality issues of these schemes. The practicality issues of the existing signature schemes discussed in the paper include key management, storage cost, and suitability for SG multicast application. As a result, this paper claims that the best theoretical solution for onetime signature is the Time-Valid One-Time Signature (TV-OTS), which periodically refreshes the private keys used to generate signatures, but this scheme still lacks empirical evidence to support its use (i.e. practical results). The study only compared existing studies on the specific category of one-time signature.
K u m a r and A g a r w a l [26] reviewed different cryptography algorithms and their key generation techniques used for SG authentication. The security of cryptographic algorithms depends on the randomness of keys, so the process of making noise as a seed helps prevention of attacks. The author concluded that lightweight algorithms are preferred in SG rather than conventional algorithms, because they have less memory, and asymmetric algorithms are better used for authentication, whereas symmetric algorithms are best deployed for message encryption.
Systematic literature approach
The objective of this paper is to identify and analyse the developments and implementations of authentication techniques used to advance the security of SG components. The Systematic Literature Review (SLR) methodology described in previous studies [27, 28] is implemented in this paper to achieve the stated objective and to answer the research questions. SLR provides a rigorous approach to identify relevant studies that are related to the research questions. This paper mainly investigates the SG authentication techniques published between 2010-2018 in IEEE Xplore (IEEE), ScienceDirect (Elsevier), and Springer Link (Springer) libraries. The search is based on the combination of multiple keywords in order to retrieve literature related to the formulated research questions. The searching process includes inclusion and exclusion phases, shown in Fig. 2 , and the process is detailed below. The research questions follow the Population, Intervention, Comparison, and Outcome (PICO) paradigm mentioned in the guidelines for systematic literature review [27] . The population represents the articles that propose authentication techniques aimed to improve the security of SG components which are the WAN, LAN, and HAN. The investigated articles are either concerned with one of the components in the SG system or the overall improvement of the SG systems. The intervention is the software procedure or methodology that address a specific issue. In this context, the authentication techniques that address given issues is the intervention.
The comparison is the methodology or procedure with which the intervention is compared. In this context, the comparison is between different approaches used in the SG authentication process. The outcome is the meaningful results of the comparison between the SG authentication to answer the formulated research questions. This systematic review considers three key questions as follows.
RQ1. What approaches are available for SG authentication? Addressing this question helps understand the special approaches deployed in primary studies in order to provide a robust solution for SG authentication. The objective is to investigate common security models and techniques used in the context of enhancing the SG authentication process.
RQ2. Which SG component should authentication techniques be applied to? SG components consist of many entities that need to be authenticated to perform a specific task or process besides the requirements of authentication between the SG components. Addressing this question helps in classifying the authentication techniques based on the entities and the components of SG.
RQ3. What types of attacks do these authentication approaches mitigate? SG components are vulnerable to many types of attacks, such as malicious software, spoofing, viruses, DoS attacks, and many others. Addressing this question helps in understanding the common types of attacks that could threaten the SG system and in classifying the authentication techniques based on the attacks they are intended to mitigate.
Literature search protocol

Digital libraries investigation
To identify the recent developments in SG authentication, the IEEE Xplore (IEEE), ScienceDirect (Elsevier) and Springer Link (Springer) digital libraries were selected to search for potentially relevant publications between 2010-June 2018. The targeted digital libraries' publications are widely listed with Scopus indexing. Scopus claims to have the largest database of peer-reviewed articles. In order to find the most related research or to identify further articles from these digital libraries, a direct search using various search keywords was conducted, as described in Table 1 . Then, based on the PICO paradigm, the search keywords were initially derived. The keywords were concatenated using the Boolean operators AND and OR to create query strings, as shown in Table 1 The targeted digital libraries were investigated using the query strings defined in Table 1 . The key strings revealed different numbers of related articles form each digital library. The revealed articles derived from specific digital libraries were collected in a CSV-format spreadsheet, then a script was developed to find the duplication and the intersection between the spreadsheets to collect the identical articles retrieved based on the key strings. The resulting number of articles was huge, and further selective investigation was needed to assess whether the extracted articles are related to the research questions or not, based on the article title. This process reduced the number of articles to 664. In this stage, the articles that did not consider authentication techniques in SG were excluded. Examples of the papers that were excluded based on title included articles considering authentication technique for smart card, not SG [29] , not considering authentication [30] , and considering authentication in the context of smart cities, rather than smart grid authentication [31] .
The 664 articles were given to first and the second authors (i.e., reviewers) to conduct further refinement independently, based on the exclusion and inclusion process, which was subject to the research questions before the extraction of articles from the identified sources. The objective of this process was to exclude the articles not covering authentication techniques used in SG, or those with an abstract that did not clearly define the authentication technique, or the type of threat mitigated. Based on the exclusion and inclusion process, both reviewers where asked to examine the title and the abstract of the articles and to provide their outcomes into three categories: relevant articles (Nra); articles that propose authentication techniques that are relevant to the research questions, irrelevant articles (Nira); articles that propose techniques that are not relevant to the research questions, and conceivable articles (Nca); and articles that could not be determined as relevant to the research questions based on screening the abstract. Examples of reasons for articles being excluded based on their abstracts include not clearly specifying the authentication technique [32] and/or threats mitigated [33] .
The reviewers noticed that some authors proposed their authentication techniques in multiple studies with different motivations, objectives, and/or experimental evaluation. In such cases, the reviewers were asked to investigate the most recent study related to similar authentication techniques and aligned with the research questions. To remove any bias from the reviewers' assessment, the outcomes from the assessment of the first and the second reviewers were passed on to a third reviewer for further assessment. Then a discussion session has been held in the presence of all reviewers to exclude the articles deemed irrelevant by at least one reviewer, which led to generating consensus on a articles for inclusion and exclusion based on their titles and abstracts. Finally, as illustrated in Fig. 2 , the full-text analysis was conducted and a total of 33 articles was obtained. The figure shows the study selection process and the total number of articles before and after the exclusion. The initial search on the topic retrieved a very huge number of articles; in the first stage, a total of 664 papers were extracted based on their titles.
The first and second reviewers considered 35 and 31 articles as relevant (Nra), respectively. In the next step, the reviewers agreed based on the screening of the (Nra), (Nira), and (Nca) to consider only 34 articles as relevant articles (Nra). However, after a further refinement based on the full-text analysis, only 33 articles were considered as relevant articles (i.e., primary studies). Finally, the quality assessment criteria were applied to ensure the validity and rigor of the primary studies and 6 papers were excluded.
Quality assessment
The quality assessment criteria aimed to decrease the bias of articles selection and to ensure that rigorous criteria were applied to assess the quality of the selected articles. These criteria were based on an unbiased strategy to evaluate the selected articles, maximize validity, minimize biases, and identify which articles clearly addressed the research questions, as shown in Table 2 . The scoring for the quality criteria was conducted as follows: Yes means that the article clearly answered the criteria without ambiguity, and the criteria are given 1 in this case; No means that the article absolutely contrasts the assessment criteria, and hence scores 0; and Indistinctive means that the case is ambiguous and needs more reading or partially applied hence the score is 0.5. The papers that passed the qualitative assessment with a percentage greater than 50% are shown in Table 3 . 
Information extraction
The information extraction process focused on information related to the research questions. The important information extracted included:
The approach used for authentication between the SG components. An attack that this approach mitigates. Vulnerabilities it addresses. The SG component upon which the method was implemented.
Results and analysis
SG authentication approaches (RQ1)
The process for answering this question involved analysis of the techniques on which the authentication is relying. We investigated for each primary study the techniques used to design the authentication approach for the SG components, as shown in Table 4 . The authentication techniques have been categorized into a set of approaches illustrated in Table 5 . This categorization is identified based on the classification indicated by the authors of the primary studies. Almost all the primary studies use cryptography to some extent to authenticate the SG components, however we have considered the approach as cryptographic-based if it relies on known cryptographic techniques, such as symmetric key encryption, hash function, and Diffie-Hellman, etc. Otherwise, we refer to the main category to which the approach belongs, as indicated by the author of the primary study; for example, if the approach used password techniques to authenticate the SG component, and it deployed one of the encryption techniques in one of its phases, in this case the approach is classified as a password-based approach. An exception is given to the hybrid encryption category, where the techniques are either based on multiple encryption methods, such as symmetric key encryption, public key encryption, and other encryption techniques, or the authors of the primary studies did not provide any clear classification of the technique (Table 5, Fig. 3 ). The following five subsections briefly discuss each category.
Cryptographic-based approaches
Cryptographic techniques were deployed extensively in SG authentication such as hybrid encryption, hash function, Diffie-Hellman, elliptic curve, chaotic maps, and broadcast encryption. Each subcategory is described below.
Hybrid encryption authentication approaches were deployed in PS5, PS6, PS14, PS23, and PS24, with hybrid encryption equivalent to 18.5% of the selected primary studies, and 27.7% from those were classified to fit cryptographic-based approaches; this percentage represents the highest number of studies that fit into one category. The approaches in this category were designed to preserve the low computation power and energy of the SG components, for example PS5 and PS23 deployed the Timed Efficient Stream Loss-tolerant Authentication (TESLA) method, which includes the benefits of lower computation overhead, less overhead of packet communication, and toleration for packet loss. TESLA relies on the concept of symmetric keys, which are first generated in a one-way chain and disclosed in a reversed order, then the messages are buffered before being authenticated. In the 66.67 approach presented in PS5 the authenticated SG components need to be loosely synchronized, TESLA could be useful for SG components, because the timely gathering of the correct energy data is much more important than real-time processing for the data. PS23 proposes inf-TESLA for multicast streaming data in the SG suitable for long-duration communication and high-volume data rates. Inf-TESLA solves the problem of frequent signing and resynchronization by the deployment of Dual Key Chains technique, to ensure the continuity of the streaming authentication process. PS6 developed intuitive authentication approach suitable for SG system. The approach relies on the symmetric key encryption and sharing pairwise keys between the grid components, and all transmissions are encrypted before being transmitted. The approach claimed to be suitable for the low power computation of the SG components. PS14 proposed an authentication approach based on a certificate-less cryptosystem relying upon a combination of public key technique and identity-based cryptography. The approach overcomes the problem of costly private key generation in PKI by the use of Key Generation Centre (KGC). It is claimed that the approach provides a lightweight authentication process that guarantees fast execution and provides a central control for the SG component. In PS24, the approach is based on symmetric key encryption and Hash-based Message Authentication Code (HMAC), aiming to provide a mutual authentication between the SG components that require two-factor authentication, whereby the component needs multiple evidence to guarantee successful authentication.
Authentication approaches explicitly based on hash functions were used in PS3, PS8, PS11, and PS27. Authentication approaches based on hash functions were equivalent to 22.22% of the selected primary studies, and 14.8% of these were classified to fit the cryptographic-based approaches. In PS3 the authors used the oneway hash function to overcome the limitation of symmetric encryption, which could be vulnerable to impersonation attacks, and a similar approach was presented in PS8 to mitigate repudiation attack. PS11 and PS27 both used Merkle tree to provide robust authentication for the SG components. A Merkle tree is a binary tree created from a set of leaf tokens, whereby each internal node of the tree is a hash of its left and right child.
The next subcategory are the approaches based on elliptic curve, which were explicitly indicated by the primary studies PS15, PS18, PS20, and PS21. The authentication approaches based on elliptic curve were equivalent to 14.8% of the selected primary studies, and 22.22% of primary studies classified as cryptographicbased approaches. PS15 provides mutual authentication between the SG components based on an SM2 elliptic curve, and the mutual authentication is started once the connection between the SG centre and terminals is initiated. The proposed approach monitors connections that are time-outed to close the session. The proposed approach in PS15 is claimed to provide lightweight computation and power to comply with the limitations of SG devices.
The approach in PS18 is also based on the elliptic curve and designed to overcome the limitation presented in [54] , which is found to be vulnerable to the Canetti-Krawczyk model, with some limitations to support the perfect secrecy. An enhanced version of the elliptic curve form used in PS15 was presented in PS20. PS21 proposed a lightweight elliptic curve approach using a third party for participant registration (to initiate the authentication process). The process is terminated once the key session is exchanged between the participants.
The authentication approaches based on Diffie-Hellman comprised 11.11% of the selected primary studies, and 16.66% of the primary studies classified as using cryptographic-based approaches. Diffie-Hellman was deployed in PS9, PS16, and PS17. In PS9 the authors utilized the Diffie-Hellman exchange protocol and hashing code to share the session key and to provide mutual authentication. In PS16 the authors implemented their approach using initialization, authentication, and message transmission phases. Mainly based on Diffie-Hellman, the approach uses discrete logarithm problem to achieve its objectives. In PS17 the proposed approach was based on Diffie-Hellman, using AES and RSA to meet its objectives. Finally, only PS2 and PS25 used the broadcast encryption and chaotic maps to enable the key distribution between the SG components.
Password-based approaches
The authentication approaches classified in this category are equivalent to 11.11% of the selected primary studies. Password-based approaches have been deployed in PS4, PS13, and PS22. In PS4 the authors proposed a password-based authentication approach called SCAPACH which generates a new password at the beginning of each authenticated session. The generated passwords are short living and automatically formed based on multiple parameters, such as local time, geographical location, and device ID, etc., PS13 presented SG-MCPEAK protocol, which provides multilayer password authentication using symmetric keys to provide mutual authentication between the SG components. Finally, PS22 presents two password authentication protocols called SSCA and PSCAb. The first approach utilized the concept of symmetric key encryption, and the second utilized the concept of public key encryption.
Hardware-based approaches
The authentication approaches classified in this category are equivalent to 11.11% of the selected primary studies. The hardware-based approaches were deployed in PS10, PS12 and PS19. In PS10 the authors proposed a smart chip integrated with reliable crypto algorithms to provide SG component users with mobility, security, and highperformance data processing. The proposed chip can operate on multiple crypto algorithms, such as public key, symmetric key, and hash function to provide authentication between the SG components. PS12 proposed an end-to-end hardwarebased authentication approach developed using Physically Unclonable Function (PUF) and implemented using Xilinx Spartan 3E FPGA boards. PUFs can be integrated with the microprocessor to provide a unique identity for the device. PS19 also used the PUF concepts to develop hardware ordinated aligned with the requirements of Advanced Metering Infrastructures (AMIs).
Signature-based approaches
The authentication approaches that classified in this category is equivalent to 7.4% of the selected primary studies. The hardware-based approaches were deployed in PS7and PS26. In PS7 the authors utilized the concept of Time-Valid One-TimeSignature (TV-OTS) to create individual signatures by periodically initiating new secret keys using Hash Of Random Subsets (HORS). The authentication approach claimed to provide real-time, multicasting, dynamic, and secure authentication for the SG components. PS26 could be classified also as a hybrid encryption approach, however, we prefer to classify it in this category, since it is of one the few approaches that use signatures during the authentication process. PS26 used both homomorphic signature and Message Authentication Codes (MAC) to secure the authentication process. The homomorphic signature is used to sign the data packets that are initiated from the same resources, and the MAC is used to generate a unique tag for each packet.
Biometric-based approaches
The authentication approaches classified in this category is equivalent to 3.7% of the selected primary studies. The biometric based approaches were deployed in PS1, in which multiple authentication approaches were investigated for their utility in modern networks. The approach used AES to protect the privacy of the fingerprints collected to authenticate the users of the SG systems. The fingerprints were stored in a database and categorized into two categories, which are sparse and rich minutiae fingerprints.
It is worth mentioning that cryptography and hash techniques are heavily deployed on the selected primary studies. The category of hybrid encryption approaches consists of the primary studies that utilize different types of cryptography and hash techniques on equivalent basis. Moreover, it has been noted that some primary studies can fit another category as a secondary classification as indicated in Table 6 . For example PS4, PS7, PS10, PS13, PS22 and PS25 can fit into hash functions category as a secondary classification beside of its main classification. PS18 and PS20 can fit into hardware approaches as a secondary classification beside of its main classification. PS4, PS12 and PS19 can fit into signature approaches as a secondary classification beside of its main classification. Finally, PS2 can fit into elliptic curve approaches as a secondary beside of its main classification. The process for answering this question involved an analysis of the main components of SG that the proposed authentication approach is required to handle and manage. We first refer to the categorization and description of the main SG entities and components. The main components are Wide Area Networks (WAN), Neighbourhood Area Networks (NAN), and Home Area Networks (HAN), as described in [61] . The SG entities are defined as any subcomponents that belong to WAN, NAN, and HAN, for example, customers, smart meters, data collectors, utility providers, home appliances, and so on. We also classified the SG entities that belong to each component. Thus, we investigate the authentication approaches in the primary studies by identifying the components and the entities that the approach needs to handle. This was accomplished by first identifying whwther the authors explicitly mentioned the handled components or entities that the authentication approach tackles. In case the tackled components are not mentioned explicitly, we refer to the process of authentication approach, then the classification is made according to the involved entities and components. Table 7 shows the classification of the authentication approaches based on the involved entities and components. The frequency distribution of the addressed components is shown in Table 8 and Fig. 4 . The figure shows that out of 27 primary studies, 14 (55.57%) handled the HAN authentication, eight handled NAN (29.62%), and four (14.81%) handled WAN. The HAN authentication approaches attracted the highest intentions among the other SG components, since the data processed by HAN mostly consists of private information related to customer data, used by the utility company and other SG components to formulate critical decisions, thus any compromise of HAN data security is particularly serious.
Most HAN authentication approaches target smart meter information. This information is vital and consists of consumers' usage data, which is aggregated and forwarded to the utility company. The smart meter also has the capability to assess the availability of the energy and approve or reject requests from various power ports accordingly. The smart meter can also manage and prioritise the activation of power ports to incentive the cost savings. The proposed authentication approaches are designed to maintain the confidentiality, integrity, authenticity and the availability for entities of HAN, NAN, and WAN. For example, the proposed approaches are designed to assure that the HAN information is not accessible by any other party, and that only the customer and the utility company can exchange the protected information based on a predefined legal agreement. The integrity is also guaranteed by ensuring that smart meter information and other collected information in the HAN is not altered, since any modification of this sensitive data can affect customer consumption of power, billing, and power ports activation processes. Information exchanged between the smart meter, power ports, and customers' needs to be processed only after the identity of each entity is verified. The designed approaches have considered maintaining the availabilities of the SG services by considering several mitigation techniques against attacks that compromise the availability of SG services. Table 9 show the relationships between the authentication techniques and the targeted SG components. It can be seen that the cryptography-based approaches are mostly used to authenticate the HAN, NAN, and WAN, with noticeably higher deployments in HAN network. Eleven primary studies out of 18 classified as cryptography-based approaches targeted the HAN; five targeted NAN, and two targeted WAN. The other approaches, such as password-based, hardwarebased, signature-based, and biometric-based approaches have also been deployed in HAN, with the frequency of one primary study only for each category. The primary studies that focus on HAN and belong to the cryptographic-based approach are PS3, PS6, PS22, PS9, PS16, PS14, PS17, PS18, PS23, and PS25, which are related to hybrid, elliptic curve, Diffie-Hellman, hash function and chaotic map approaches. While those approaches preserve the confidentiality, integrity, and availability of the HAN, they also have other attributes, such as safety for the inhouse stakeholders from any serious harms, to protect the smart devices from being corrupted by any false operation of the authentication process. QoS is another important attribute that the primary studies investigated for the components of the SG. Any authentication protocol must consider the trade-off between the robustness of the authentication approaches and the QoS for applications, especially in HAN.
The mitigated threat of authentication mechanism (R3)
The process for answering this question involved an analysis of the types of threats and attacks that the proposed authentication process mitigated. Each of the primary studies proposed to mitigate one or more different types of threats. Table 10 categorizes the main types of the identified attacks collected from the primary studies, on the base of which we calculated the frequency for each type of attacks in the primary studies to understand the frequency and the distributions of the mitigated attacks. Table 11 and Fig. 6 show the frequency distribution mitigated attacks in the primary studies. It can be seen that the main identified categories for the mitigated attacks are impersonation, eavesdropping, brute force, Man-in-The-Middle (MiTM), repudiation, spoofing, replay, and dictionary. A separate category called other attacks was identified for the attacks that have only one frequency in the primary studies, including insider, DoS, modification, pollution, quantum computer, data forgery, and information leakage attacks. The analysis shows that the highest mitigated attack in the primary studies was man-in-the-middle, with a percentage of 21.66% of the total identified attacks. Some authors consider that impersonation attack and MiTM are similar, however we classified them in different categories based on the majority of the primary studies' classifications. For example PS6, PS14, PS15, PS16, and PS21 illustrate specific mitigation techniques for MiTM that differ from mitigation techniques for impersonation attack. The percentage of impersonation attack was also high (16.66%) among the total identified attacks in the primary studies. In the context of MiTM and impersonation attack, the authentication approaches aim to prevent any malicious smart meter from masquerading as a legitimate smart meter, and to avoid any illegal third party from accessing the data exchanged between the SG components, to prevent any damage, such as dropping and corrupting the data packet, crippling and degrading the SG network, or launching secondary attacks, such as flooding and DoS attacks.
The analysis also shows that the replay attack was counted with high frequency, representing 18.33% of the total identified attacks in the primary studies, particularly in PS13, PS14, PS15, PS16, PS17, PS18, PS20, PS21, PS25, and PS26, which specified how their proposed techniques help mitigate the replay attack. The proposed authentication approaches aimed to prevent attackers from interrupting the data transmitted between smart meters, in which the attacker can replay the information after performing some modifications with the intention of illegal access to the SG components. Eavesdropping was also mitigated with a percentage of 10.00% from the total identified attacks in the primary studies, particularly in PS4, PS5, PS12, PS15, PS17, and PS25, to prevent the attackers from listening or recording the data transmission between the SG components, particularly between the smart meters and the customer applications. Eavesdropping compromises system privacy and enables illegitimate actions, such as theft of smart meters' data (e.g., for studying the system and customer behavioural patterns) and customer identity fraud. Brute force, dictionary, and spoofing attacks were counted equivalently with a frequency of 5.00% each from the total identified attacks in the primary studies. The mitigation against brute force and dictionary attacks aimed to prevent compromising SG security by obtaining passwords that play important roles in authentication between users, smart meters, and other parts of the SG system, such as gateways and data aggregation points, and extending all the way to the utility company itself. The passwords are usually stored in tables, which are protected by the authentication techniques proposed by the primary studies from access by illegitimate third parties.
Spoofing was also handled by providing mutual authentication between the SG entities and components to prevent adversaries from obtaining the encryption/ decryption keys and from harassing the authentication processes. Finally, all the attacks counted in a low frequency in the primary studies, such as insider, DoS, modification, pollution, quantum computer, data forgery, and information leakage attacks, were categorized in other attacks, which collectively represent 15.00% of mitigated attacks in the primary studies. To alleviate the selection bias of the primary studies and raise the possibility that the results being searched were representative to the target population, two different approaches were used. The first approach was used in [62] to improve the search string in the selected digital libraries (IEEE, Elsevier, and Springer). The approach is based on the pre-definition of key papers representing what is called a validation set. The papers in the set were recognized by searching in Google Scholar, a very extensive source of the published papers, by means of general searching terms such as "smart grid authentication". Naturally general search terms return a huge number of retrieved papers, only a small subset of which (i.e., seven papers in this case) may be related to the selected digital libraries added to the validation set.
Subsequently, the identified key strings are used on the selected digital libraries to observe whether the validation set has been retrieved from the selected digital libraries using the key strings. This process was repeated iteratively until we defined optimised key strings. Additionally, with the objective to further eliminate the selection bias, manual searching was done to recover the primary papers that might have been missing in the formal search. The utility and significance of this approach has been emphasized in [63] . Finally, the references of the primary papers were scanned, but no additional papers were found that met the inclusion and exclusion standards.
Resolving of review bias
The researchers dynamically discussed and settled on the aims of the review prior to and during the course of the review process. To limit reviewer bias, each paper was reviewed independently by three reviewers while incorporating the inclusion and Frequency of threats mitigation Frequency exclusion criteria, and then another round of verification was applied by the three reviewers, to resolve any conflicting results. The main motive was to make sure that the reviewers had similar interpretations of the inclusion and exclusion criteria, which implies that there was a similar understanding of the inclusion and exclusion criteria. Two main pilots were undertaken prior to applying the criterion on the title and abstract, each with eight papers, and the reviewers convened after each pilot. Immediately after the first pilot the reviewers met to discuss the experience and resolve and issues concerning interpretation of the criteria.
6. Discussion and conclusions 6.1. Importance of SG authentication SG is prone to security weaknesses, including risk of cyber-attacks, improper or no authentication among the communicating components and entities, exposure of private information, and unauthorised access to resources. Both traditional and SG networks have their own defined requirements. The primary purpose of the SG is to make information available, followed by integrity, confidentiality, and privacy. Authentication of the entities are needed prior to accessing the network and related resources (e.g., a user or a device), with subsequent verification of authorisation for valid permissions. SG faces authentication challenges, such as the link between SG components and communication protocols to other communication networks (e.g., the Internet) increasing security threats and attacks, such as replay, MiTM and impersonation attacks. Additionally, device cryptographic keys could be breached. Thus, it is important to deploy efficient and secure authentication protocols to safeguard the security and privacy of smart gird components.
Summary and analysis
In this paper a total of 27 primary studies was investigated, and the analysis revealed, that the majority of the studies used the cryptographic approach in order to authenticate the SG components. Cryptographic-based approach relies on known cryptographic techniques, such as symmetric key encryption, hash function, DiffieHellman. The data analysis showed that eleven out of the 18 papers showed the use of cryptographic approach while targeting HAN; however, the other five articles gave the central focus to NAN, and the remaining two focused on WAN. The analysis revealed that 55.57%, 14.81%, and 26.62% of the authentication mechanisms focussed on HAN, WAN, and NAN, respectively. The authentication approaches for HAN gained highest attention, due to the overriding importance of customers' personal information. This data is sent to the utility company to help make critical decisions, and any leak in HAN data would be particularly serious. In SG, the authentication approaches allow integrity, confidentiality, and authenticity to ensure the availability of NAN, HAN, and WAN. These approaches restrict access to unauthorised parties and maintain information flow between utility companies and customers. They also help protect in-house stakeholders against other serious harms, and smart devices from getting corrupted. A trade-off between security robustness and application QoS is involved, particularly in the HAN network.
The analysis shows that the highest mitigated attack in the primary studies was MiTM, with 21.66% of the total identified attacks in the primary studies, followed by impersonation attack (16.66%). In MiTM and impersonation attack, the authentication approaches aim to prevent any malicious smart meter from masquerading as a legitimate smart meter and to avoid any illegal third party from accessing the exchanged data between the SG components, to prevent any damage such as dropping and corrupting the data packet. 18.33% of total attacks mitigated in the primary studies for reply attack, followed by 10.00% for eavesdropping attacks, to prevent fraud of customer identity and data theft of smart meters. Dictionary, brute force, and spoofing attacks accounted for 5.00% each in the primary studies. Finally, attacks like insider, modification, pollution, DoS, data forgery, information leakage, and quantum computer accounted for low percentages, and were classified in the category of other attacks, with a collective percentage of 15.00%.
Lessons learned for developing smart gird authentication
The challenges and requirements for development of SG authentication can be summarised as follows.
Since SG integrates several subsystems and systems, it is prone to different types of attacks that could harm not only devices themselves and individual consumers, but also communities, industrial networks, and power grids. In SG, communications between entities and components need to be effective, secure, and private, since most functions running over them could be running autonomously. Changes in policies for privacy, efficiency, and security are also possible due to their different characteristics and components.
SG authentication approaches need to consider the limited available resources (i.e., computational capacity and low memory) for smart meters. As a result, for SG communication, the design of authentication approach needs to ensure no unnecessary burden is placed on smart metering resources, which are already constrained. This means that SG communication needs to maintain minimal exchange of messages amongst smart meters in a secured authentication framework. The key issues associated with smart meters include memory constraints, restrictions of sources, and limitations of computational bandwidth.
The authentication system for the SG should ensure protection of components and entities against attacks by adversaries, such as agents of industrial espionage, disgruntled employees, and terrorists. Also, it should safeguard against inadvertent events and unintended compromises of SG data due to equipment failures, user errors, and natural disasters. Timely and dependable access to power system data and realtime use of information are of high importance. Even a slight delay or availability loss in grid systems could degrade the delivery system and undermine the power quality considerably. In the power system, the data is protected via integrity that allows preserving authenticity and nonrepudiation. If loss of integrity and critical data destruction continue, these could result in more security problems in the power management system and erroneous decision making. Confidentiality protects against unauthorised disclosure of sensitive data to the public or attackers attempting to access the system. Supporting authentications that are repeated numerous times in billions of devices require a fast and lightweight protocol. Mutual authentication amongst different entities of the SG system is provided by an integrated, distributed, lightweight and fast authentication protocol. Maximum use of shared resources with low overhead is possible with an integrated distributed protocol. The SG security protocol should also safeguard against known security attacks.
In SG, instead of being passive players, users can actively play roles to minimise energy consumption by maintaining communication with providers. Many machines, such as smart meters, sensing devices, and control systems may be present between the provider and end-users for two-way communication. Multiple techniques and mechanisms can be required in the practical deployment of SG authentication. For instance, there may be a need for just symmetric cipher-based or public key-based systems, or both. Moreover, there may be a need for the components and entities to store some validation data regarding each user and server, or the server may not store the credentials for validation (considered as identity-based systems). Also, there could be other requirements, like user password changes and expiration.
Direction for future studies
Despite accomplishing the objective of this research, the researcher has still been bound by some limitations that can be addressed in future studies. In particular, the literature search only yielded a limited number of past papers (i.e., the primary studies), and we suggest a more extensive research based on new research questions to focus on the security and privacy attributes of SG system, to obtain a detailed observation of the current status of SG security.
